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Abstract

The Secure Internet Indirection Infrastructure
(Secure-i3) is a proposal for a flexible and secure
overlay network that, if universally deployed, would
effectively block a number of denial-of-service prob-
lems in the Internet. The Host Identity Protocol
(HIP), on the other hand, is a proposal for deploy-
ing opportunistic, IPsec based end-to-end security,
allowing any hosts to communicate in a secure way
through the Internet. In this paper, we explore var-
ious possibilities for combining ideas from Secure-i3

and HIP, thereby producing an architecture that is
more efficient and secure than Secure-i3 and more
flexible and denial-of-service resistant than HIP.

1 Introduction

The original Internet protocol stack design deliber-
ately did not include solutions for mobility, multi-
address multi-homing, address agility in general, or
security related to them [8]. During the last few
years, there has been a considerable number of pro-
posals to address these issues, both separately and in
an integrated manner, both from the academic com-
munity and from the industry. For a partial list of
proposals, consider LIN6 [7], MAST [4], FARA [3],
IPNL [6], PeerNet [5], and i3 [13]. So far, none of
the proposals have gained major acceptance, par-
tially perhaps because the time has not been ripe,
and partially because many of the proposals do not
properly take into account deployment and opera-
tional concerns.

In this paper, we focus on two recent proposals, the
Secure Internet Indirection Infrastructure, Secure-
i3 [1], and the Host Identity Protocol, HIP [9]. The
Secure Internet Indirection Infrastructure, by Ad-
kins, Lakshminarayanan, Perrig, and Stoica, pro-
poses an i3-like Distributed Hash Tables (DHT)
based overlay connectivity, based on registering trig-
gers into the infrastructure, in a secure way. Inherit-

ing from i3, Secure-i3 provides infrastructure-based
services for mobility, multi-address multi-homing,
multicast, and anycast. If a host uses only Secure-i3

for its communications, it can keep its IP addresses
secret and utilize the infrastructure to effectively
mitigate even severe distributed flooding denial-of-
service attacks. However, as a major drawback, the
proposal requires that all traffic flows through an
overlay server, thereby almost doubling the amount
of network traffic. Similarly, mobile hosts may not
be able to use the most efficient route to communi-
cate with each other; see Section 2.

The Host Identity Protocol, originally by
Moskowitz, is a proposal to effectively add a
new layer to the IP stack. The new layer is located
within the IP layer, between the forwarding and
the actual end-to-end functions, such as IPsec.
Effectively, when HIP is used, the applications no
longer connect to IP addresses but to separate Host
Identifiers; see Section 3. HIP provides end-to-end
oriented opportunistic security, CPU and memory
exhausting denial-of-service resistance, mobility,
and multi-address multi-homing. It allows any pair
of hosts to authenticate the (perhaps anonymous)
public key of their peer and establish confidential
and integrity protected communication channels.
Mobility and multi-address multi-homing are imple-
mented by the end-hosts, allowing each end-host to
inform its peers about the current IP addresses in
use. It is possible to extend HIP with a PKI, but no
serious efforts have been made into that direction.

The base HIP protocol is designed to work without
any new infrastructure, by storing the Host Iden-
tifiers into the existing DNS directories. However,
in order to fully support initial rendezvous, simulta-
neous movement, location privacy, and third party
referrals, a new piece of infrastructure called the
rendezvous server is needed. Compared to Secure-
i3, HIP is unable to deal with the type of flooding
denial-of-service attacks that Secure-i3can address,
and lacks support for multicast or anycast.



In this paper, we argue that Secure-i3, with some
slight modifications, could provide a secure, inte-
grated rendezvous infrastructure for HIP, basically
forming a secure control plane for the Internet. HIP
based data traffic could still be carried directly end-
to-end, without involvement from the overlay, be-
tween trusted hosts. Additionally, we briefly con-
sider some deployment and operational aspects, ar-
guing that moving into a world combining Secure-i3

and HIP could be made gradually, giving immediate
benefits to the upgrading sites.

The rest of this paper is structured as follows. In
Section 2 we discuss Secure-i3, highlighting why we
consider some of the features as potential problems
from a more generic Internet deployment point of
view. After that, in Section 3, we discuss HIP
and especially its shortcomings in the rendezvous
area. In Section 4, we propose a new approach, Host
Identity Indirection Infrastructure (Hi3), which in-
tegrates Secure-i3 and HIP. Finally, in Section 5 we
give our conclusions on this on-going research.

2 Secure-i3

The primary aim of Secure-i3 is to provide a network
architecture that is more robust against Denial-of-
Service (DoS) attacks than today’s networks. The
basic idea is to protect against DoS attacks by hiding
the IP addresses of the end-hosts from other users
of the network.

The indirection approach provides straightforward
implementation for multicast, mobility, and multi-
address multihoming.

In Secure-i3, there are two types of triggers, pub-
lic and private triggers. Public triggers are used
to announce the existence of a service and are well
known (announced on web pages, in the DNS, or on
other public media). Private triggers are used for
the actual communication between sender and the
receiver(s), which are the only ones that know the
private triggers.

3 Host Identity Protocol

In the Host Identity Protocol (HIP) [10, 9], IP ad-
dresses are used to address and route packets just as
today. However, in the upper parts of the stack the
addresses are replaced with host identifiers. These
host identifiers are drawn from a new name space,
the host identity name space.

The identifiers in the host identity name space are
public cryptographic keys. When HIP is used, each
host is implicitly identified with a public key that
corresponds to a private key, possessed by the host.
Each host generates public/private key pair(s) to
provide identities for itself. A host can prove that
it corresponds to the host identity by signing some
data with its private key. All other parties can use
the host identifier, i.e., the public key, to authenti-
cate the host.

Typically, a host identifier is represented by a 128-
bit long identifier, the Host Identity Tag (HIT). A
HIT is constructed by applying a cryptographic hash
function over the public key. The purpose and func-
tion of HITs is similar to i3 triggers, but they are
constructed entirely cryptographically.

The introduction of new cryptographic end-point
identifiers changes the role of IP addresses. When
HIP is used, IP addresses become pure topological
labels, naming locations in the Internet. An end-
point may change its IP address without breaking
connections. Thus, the relationship between loca-
tion names and identifiers becomes dynamic.

3.1 The protocol

The actual Host Identity Protocol (HIP) [10] con-
sists of a two-round-trip, end-to-end Diffie-Hellman
key exchange protocol (called base exchange), a mo-
bility exchange, and some additional messages. The
purpose of the HIP base exchange is to create assur-
ance that the peers indeed possess the private key
corresponding their host identifiers. Additionally,
the exchange creates a pair of IPSec Encapsulated
Security Payload (ESP) security associations (SAs),
one in each direction.

Once the HIP base exchange has been completed
and the security associations are in place, the end-
points can inform their peers about the current IP
addresses assigned to them [11], and update this in-
formation as needed.

3.2 Rendezvous and forwarding

For initial rendezvous, simultaneous movement, and
location privacy, the basic HIP architecture has been
extended with a rendezvous server [9]. A HIP ren-
dezvous server simply forwards HIP control packets
to a registered HIP host. It can also provide a two-
way forwarding function [12]. Functionally, a ren-
dezvous server is pretty similar to a single i3 server,
as it forwards a packet to a registered IP address,
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based on the destination HIT in the packet.

4 Hi3 architecture

We base our proposal for integrating HIP and
Secure-i3 on the observation that DHT extended
HIP rendezvous server and the basic Secure-i3 in-
frastructure are conceptually fairly close to each
other. The basic idea is to allow direct, IPsec-
protected end-to-end traffic while using indirection
infrastructure to route the HIP control packets. Ad-
ditionally, we apply the Secure-i3DoS protection
idea of not revealing the actual IP addresses to HIP,
building on our related work [14].

4.1 Minimal integration

As noted above, Secure-i3, with slight modifications,
could be used as a decentralized instantiation of the
HIP rendezvous server. The HITs could directly act
as public 128-bit long triggers, and there would be no
private triggers. Trigger insertion and removal could
be secured with public key cryptography instead of
using the secret key construct used in Secure-i3, see
Section ??. Data traffic could flow, IPsec protected,
directly between the hosts just as today.

The main advantage of this initial design is its sim-
plicity. A major drawback is that the resistance
against flooding DoS attacks is lost. Furthermore,
many of the more advanced features of Secure-i3 are
lost. In the following, we will show a new architec-
ture that that retains many of those properties while
keeping the efficiency of HIP. That is, we continue
to allow direct IPsec protected traffic between end-
hosts but also make it possible for end-hosts to use
IPsec-forwarding middle boxes, thereby hiding their
actual IP address from untrusted peers.

4.2 Separating data and control

In i3, public triggers are only used for initial ren-
dezvous. The server host is supposed to create a
new private trigger and ask the client to use that
for all future communication. In HIP, on the other
hand, the HITs are used for all control traffic while
the actual data traffic is passed in IPsec envelopes,
indexed by SPIs.

For the data traffic, the IPsec envelopes and SPIs
can be used to implement DoS protection in a
structurally similar way to Secure-i3. As described
in [14], it is easy to design a middle box that for-
wards traffic based on < destination address, SPI >

pairs. The middle boxes can securely learn the ap-
propriate mappings by listening to the signed HIP
control packets flowing through them. Such a mid-
dle box can also be easily located between distinct IP
realms. Hence, instead of selecting an i3 server that
is topologically close to the communication path and
using that to forward regular traffic, as suggested
in [13], a host could utilize an IPsec-forwarding mid-
dle box on the path, either within an IP realm or be-
tween multiple IP realms. As the middle box can be
on or close to the path, there is no triangular rout-
ing. Furthermore, with the HIP mobility and multi-
homing mechanisms, a host under attack could even
selectively move its legitimate traffic over to alter-
native middle boxes, similar to a host dynamically
changing its private trigger in i3.

In Hi3, the SPI mappings can be created dynami-
cally, basically at any location, independent of the
trigger and SPI values. This can be compared to
Secure-i3, where the private triggers are distributed
based on the DHT topology. Using private triggers
necessitates the host to learn the routing location of
the servers in order to be able to select a proper one.
When SPI based forwarding is used, it is sufficient
that the host knows a number of IPsec-forwarding
middle boxes that are willing to serve the host. The
hosts do not need to know anything about the DHT.

As the SPI-based forwarding and firewalling func-
tionality is separate from the control plane, each
host and site can implement the function in a way
suitable to them. That makes deployment easier.

4.3 Providing more DoS protection

Above, we separated the control traffic and regular
data traffic into different “planes”, and protected
the data plane with IPsec-forwarding middle boxes.
However, this arrangement still leaves the host vul-
nerable to DoS attacks through the control mes-
sages. In other words, it is still possible to flood
hosts by sending traffic to their public triggers, i.e.,
HITs. To block this attack, we next consider a few
variations.

As an initial step, we can divide the indirection
infrastructure into two parts, more or less like in
Secure-i3. The first part stores only public triggers,
and it forwards only HIP I1 messages. Compared to
the current situation, this arrangement blocks pos-
sible I1 storms already at the indirection infrastruc-
ture. The second part stores temporary private trig-
gers, and carries the rest of HIP control messages.

As a first approximation, we can imagine the HIP
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hosts to create temporary triggers as they reply to
I1 messages with R1 messages. The created trigger
will initially have a very short lifetime, and only a
successful R2 message will update its lifetime.

But we can do better. When a HIP host registers
its public trigger to the public part of the indirec-
tion infrastructure, it can also delegate the process
of replying to I1s to the infrastructure. In HIP, re-
plying to an I1 is a mechanical operation that does
not create any state. Hence, if a HIP host provides
the infrastructure with a number of pre-computed
R1 messages, the infrastructure can reply to I1s by
constructing the appropriate R1 packets from the
pre-computed messages. The R1 could include a
new private trigger. The private triggers can be dis-
tributed over a number of DHT servers, thereby lev-
eling load in the case of an I1 flood. Furthermore,
the HIP puzzle can be defined to depend on the pri-
vate trigger, making the solution valid only for that
particular private trigger.

Once the initiator has processed the R1 packet and
produced the puzzle solution, it sends an I2. The I2
is now sent to the private trigger. Furthermore, the
DHT server that hosts the private trigger can ver-
ify that the puzzle solution is correct before passing
the I2 packet to the end-host. Effectively, this dis-
tributes the proposed Secure-i3DoS-filter function
over all DHT server nodes, allowing the puzzle to
be formed and verified by different nodes.

Note that in the resulting structure we do not need
IP source addresses for anything any more. The
initial requests are sent to the infrastructure, and
the infrastructure answers back based on the re-
questor’s registered identifier. Once the HIP associ-
ation has been set up, the source addresses are no
longer used. Consequently, the source address field
can be reused for other purposes, for example, to
record the packet’s path [2].

4.4 Mobility

In Hi3, basic mobility between already communi-
cating hosts can be provided directly at the HIP
level, without involving the infrastructure. Only if
the hosts lose direct reachability information, they
need to revert back to the infrastructure. Even in
that case they may use private triggers, being safe
from attacks launched by third parties. However,
if they do use private triggers, the hosts must keep
the infrastructure updated with their current loca-
tion information. For initial reachability, a mobile
host needs to update its public registrations at the
infrastructure.

To reduce signalling overhead, we propose that the
mobile host only updates its public registration. As
the private triggers are created by the infrastructure
during the initial session setup (see Section 4.3), the
mobile hosts could easily provide the infrastructure
with information that allows it to distribute this up-
date to the servers hosting the private triggers.

By combining the end-to-end mobility provided by
HIP and the indirect mobility provided by the infras-
tructure, the resulting mechanism is highly efficient
(no triangle routing for regular data) and robust (in-
herited from i3).

4.5 Anycast and delegation

A major problem in the original i3anycast is that
an attacker can easily add its own receivers for an
anycast identifier. To alleviate this attack, stricter
control is needed on anycast triggers.

While sharing a secret and clever use of Secure-i3

trigger constrains might provide an adequate level of
security for some applications, we propose using del-
egation based on public keys. Basically, the holder
of the private key corresponding to a HIT can either
directly register multiple anycast triggers or alterna-
tively sign statements that allow HITs to add new
anycast registrations.

As anycast aims to find a server that is close in real
communication terms, we surmise that any actual
overlay based implementation of real anycast ser-
vice will be somewhat complex. Selecting an any-
cast server may not be as easy as indicated in [13].
The indirection infrastructure must have some un-
derstanding of the real underlying routing topology.

5 Conclusions

HIP and i3 belong to the most prominant proposals
to improve the Internet architecture to provide sup-
port for mobility, multi-homing and various forms of
denial-of-service resistance. In this paper, we have
shown one possible approach for integrating ideas
from i3 and HIP, thereby providing an architecture
that largely preserves the end-to-end nature and ef-
ficiency of HIP and the flexibility of i3. Further-
more, the result appears to be more secure and more
denial-of-service resistant than either of the propos-
als alone. As an added benefit, the different nature
of HIP and i3 (end-to-end vs. infrastructure) allows
effective piece wise deployment. At the very mini-
mum, hosts can start using Hi3-compatible HIP in
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a limited fashion without needing the infrastructure
but still receiving some immediate benefits.
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