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Abstract—New security considerations arise if
context transfer is to be employed in the Ambient
Network architecture. In this paper we investigate,
new security requirements and considerations for
context transfer in Ambient Networks, the transfer
of security state information, the provisioning of
security support of session mobility using context
transfer, and finally an analysis of security issues of
context transfer in homogeneous and heter ogeneous
environments.

Index Terms—Security, Context Transfer,
Ambient Networks.

INTRODUCTION

n ambient network aims to embrace the

heterogeneity arising from the different

network control technologies such that it
appears homogeneous to the potential users
of network services. The vision is to provide a
domain-structured edge-to-edge view for the
network control allowing the utilization of
multiple devices, multiple networks, and
multiple access technologies in an integrated
fashion [1]. Heavy demands of new
requirements arise, as one of the
fundamental objectives is to support mobility
management of high number of users in this
heterogeneous environment. One protocol,
which will be adopted into the Ambient
Network framework to support this, is what is
known as the context transfer protocol.

Context transfer aims to minimize the impact
of transport/routing/security-related services
on the handover performance. When a
mobile node (MN) moves to a new subnet it
needs to continue such services that have
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already been established at the previous
subnet. Such services are known as ‘context
transfer candidate services’, and examples
include AAA profile and IPsec state, header
compression, QoS policy. A context transfer
protocol will result in a quick re-establishment
of context transfer candidate services at the
new domain and thus contribute to the
seamless operation of application streams
during mobility. Context transfer is a concept,
which has risen from research on mobility
management and with aim to complement
the handoff procedure.

Recently there was much active discussion at
the IETF's SEAMOBY working group [2],
aiming towards a context transfer protocol,
which would allow state information to be
transferred between edge mobility devices.
The proposed protocol [3] operates at layer-3
aiming to ensure interoperability among
layer-2 radio access technologies. There are
a number of open issues related to secure
context transfer that should be considered in
AN.

Context transfer relies on IETF standardized
security mechanisms for protecting traffic
between access routers, as opposed to
creating new security mechanisms e.g. IPsec
must be supported between access routers
(ARs). It was recognized that it is better for
the mobile node to be authenticated and
authorized before moving on the network as
to avoid potential DoS attacks to shift state
between ARs, causing network disruptions.
Another problem identified was that DoS
attacks could be launched from the mobile
nodes towards the access routers by
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requesting multiple context transfers and
then disappearing. Security should be
negotiated prior to transferring any context
and therefore it is more appropriate for
context transfer peers involved (ARs) to
establish a secure channel in advance as not
to introduce additional latency. Where
context transfer is requested by the MN, this
request must be authenticated to prevent the
possibility of a MN launching DoS attacks by
sending large number of CT requests as well
as cause large number of context transfers
between ARs. A mobile node must claim for
context transfer related to its sessions and
therefore a form of authentication e.g.
authentication cookie is required.

Context transfer was also proposed for the
IEEE 802 Inter-Access Point Protocol (IAPP)
which is under development within the IEEE
802.11 TgF working group. This was
designed to support the transfer of context
between access points implementing IEEE
802 technology. In [5] it was shown how
transfer of authentication, authorization and
accounting (AAA) could be passed between
devices supporting IEEE 802.1x network port
authentication. Both of these proposals are
specific technology bounded, and do not
support mobility among multiple network
operators.

In this paper we investigate security
considerations which arise due to the
employment of context transfer in Ambient
Networks. We examine where context
transfer could be employed in Ambient
Networks, security considerations, the
transfer of security state information, security
context transfer for session mobility and
finally security issues of context transfer for
both homogeneous and heterogeneous
environments.

CONTEXT TRANSFER IN AMBIENT NETWORKS

The Ambient Networks project is still at the
initial stages but already context transfer has
been adapted in a number of working areas.

In AN we have the concept of a generic link
layer (GLL) [6]. Depending on the selected
level of coupling, context transfer may be
used to forward states between the source
and the target GLL entities. This may occur
either within an AN or across individual AN’s.
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We also have a concept known as clustering
which is a group of nodes that are physically
near to each other, and likely to stay near to
each other, and are able to communicate, for
mobility management support. Seamless
joining to clusters should use context
transfers between the involved entities the
joining node, cluster head and the node
acting as a point of attachment for the cluster
head [7].

Context aware communications is yet
another working area of the Ambient
Networks project [8]. In this paper we will
discuss possible security contexts that could
be passed on during the handoff procedure.

Based on [1], a reference architecture for
security context transfer is developed (see
Figure 1). Please note that security contexts
are shared between two or more network
elements of either different or same
administrative domains. In Figure 1, the
contexts are shared between MN (user
domain) and AmbNet A (an access network
domain) at first. It is possible that more than
one network element of AmbNet A are
involved (as shown in the figure), i.e. the
security contexts are divided into a few parts,
which could be stored at different places,
such as Authentication Server (AS), Access
Router (AR) and Access Point (AP).

The reference Architecture is given in Figure
1, separates the legacy PLMN from the AN
region. There is at least some overlap of core
network functionalities if the access stratum
is a 3G-RAN. Since there is no central control
explicity mentioned in inter-AN backbone,
one may argue that the reference
architecture focuses on mobility in a local
area (micro-mobility) within one AN, and the
ANs are separated by a boarder gateway
(BG). Security context could therefore be
transferred between AN-Nodes, or between
AN-BGs.

When handover happens, security contexts
may be transferred between network
elements in order to smooth the handover
process. Possible context transfer directions
are also shown in the reference architecture.
The transfer may also happen when MN
handovers to a different administrative
domain, e.g. AmbNet B. MN’s home network
is not given in the reference architecture,
which  could impact the inter-domain
handover. It is thus necessary to be studied.
MN can be an AN that comprises of a few
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devices. This should not be a problem when
there is only a simple (single) connection
between MN and the access network AN.
However, if the interaction via the ANI
between MN and the AN is complex, then
only the context related to the handover
connection should be transferred. An
example is: user is a phone call conversation
while watching a football match, both via the
MN connected to a UMTS network. When
entering a hotspot WLAN, the video stream
of football match is handover to the high
speed WLAN but phone call still goes
through the UMTS. Thus context related to
video streaming should be transferred. This
complex situation may be studied in a later
phase. Performance of mobility management
could be optimised if security contexts are
transferred from one entity to another in
secure way. This technique can be helpful for
some scenes of the AN scenarios which can
be found in [9], mainly those requiring fast
handover between networks:
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Seamless fast handover between
heterogeneous access networks (e.g.
UMTS and WLAN); In a developing
countries scenario, the network
connection can be switched between
UMTS and a hotspot network in case the
network is trusted to some extent.

Security context transfer can be
deployed to smooth the inter-domain
handover. Seamless fast handover
between different network domains;
such as in Gaming scenario and Moving
networks scenarios.

Context transfer can also be used for
securing session mobility, such as in
Business  Worker  scenario, the
media/content  delivery  destination
changes from a computer to a PDA.

Figure 1 Context Transfer in Ambient Networks
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SECURITY CONSIDERATIONS

It is important to note that we will investigate
the context transfer of security as well as
securing context transfer. For both the above
following a number of security requirements
and considerations arise. Sensitive context
information must be protected to preserve
user privacy and maintain security (e.g.
prevent attack), and to comply with data
protection regulations. The security context
shared between different domains/entities
represents some kind of trust between them.
If context is transferred to another
intermediate device, whether in the same
domain or in a different domain, ideally the
same level of trust must be in place as
between the intermediate device and the
authentication server. Mobility management
requires some kind of security contexts
between different entities. Network mobility
management could be optimised if security
contexts are transferred from one entity to
another in a secure way. The possible space
on which security context transfer can
improve the handoff performance should be
studied in collaboration with the mobility
management working area [10][11][12][13].

For a successful security transfer all the
necessary attributes must be passed on to
the next router e.g. state of authentication,
including the identities, state of authorization,
cryptographic keys, others. General security
requirements on security context transfer
should be identified from each administrative
domain’s point of view. It must not break any
domain’s security policy. More references
can be found in [14][15]. Security context
transfer should work for both homogeneous
and heterogeneous environments (see [15]).
There must be now implications on the
mobility protocols or the authentication
protocols involved.
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Security considerations of context transfer
also require investigation. In the current
version of [3] security and threats for context
transfer in particular have not been dealt with
in great detail. Currently context transfer
relies on |IETF standardized security
mechanisms for protecting traffic between
access routers, as opposed to creating new
security mechanisms e.g. IPsec must be
supported between access routers.

SECURITY CONTEXT TRANSFER

The context transfer scheme is flexible in the
sense that it can be used to transfer different
types of context related to Quality of Service,
Header Compression, Security etc. In this
section we focus on what security context
may include and which security protocols it
could support.

Authentication, Authorization, and Accounting
(AAA) is a framework for controlling the
access to computer resources, enforcing
policies, inspecting usage, and providing the
information required to bill for services. The
time consumed by AAA transaction may
affect the handoff latency and consequently
affect the ongoing sessions. During the
handoff, the interactions between mobile
node and AAA servers need to be avoided.
Context transfer could facilitate this by
forwarding the AAA related information from
the previous to the new access router.

To date, a number of protocols have been
proposed for Authentication, Authorization
and Accounting (AAA). Namely RADIUS [19],
Diameter [21] and COPS [19]. In each of
these protocols, exchanges are used to
establish, and also to remove, state from
devices. The messages that establish service
context differ, depending on the AAA protocol
that is being considered.
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Attribute Request Reject Challenge
User-Name 0-1 0-1 0 0
User-Password 0-1 0 0 0
CHAP-Password 0-1 0 0 0
NAS-IP-Address 0-1 0 0 0
NAS-Port 0-1 0 0 0
Service-Type 0-1 0-1 0 0
Framed-Protocol 0-1 0-1 0 0
Framed-IP-Address | 0-1 0-1 0 0
Framed-IP- 0-1 0-1 0 0
Netmask
Framed-Routing 0 0-1 0 0
Filter-Id 0 0 0 0
Framed-MTU 0-1 -1 0 0
Framed- 0 0 0 0
Compression
Login-IP-Host 0 0 0 0
Login-Service 0 0-1 0 0
Login-TCP-Port 0 0-1 0 0
more...

Accept message content
Security Context Transfer candidate attributes

Figure 2 Security Context Transfer candidate attributes for RADIUS

For RADIUS, AAA related context is only
established with an Access-Accept message.
Access-Reject messages do not establish
context since their purpose is to deny access.
Similarly, Access-Challenge messages do
not establish context since they represent an
intermediate stage within the authentication
conversation. These messages may include
attributes like user passwords, encryption
keys, or tunnel passwords etc Since only one
RADIUS message (Access-Accept)
establishes service context, to re-establish
context on a new device, to first order it is
only necessary to transfer Access-Accept
messages to the new device, and process
them as if they were sent by the RADIUS
server. Figure 2 Security Context Transfer
candidate attributes for RADIUS shows some
of the attributes included in the RADIUS
messages. Highlighted are the attributes,
which can be considered as context to be
transferred during handoff.

In contrast to RADIUS a more recent protocol
Diameter was designed from the beginning to
be used from the beginning to be used in a
multi-domain environment. Diameter is a
peer-to-peer AAA protocol. It consists of a
base protocol and a set of extensions.

Diameter also uses the AVPs for delivering
data. It provides hop-by-hop security, end-to-
end security and a mechanism for congestion
control. Diameter uses IPSec as the
underlying security mechanism, so it does
not require the use of shared secrets for
message authentication. Diameter also
allows AAA activities when roaming and
therefore it can also be benefited by context
transfer in a similar manner to Radius.

IPsec is another protocol whose state could
also be transferred and possibly benefit the
handoff performance. For example where
the AR may act as an IPsec gateway, in
which case a security association between
the MN and AR enables packets to be
encrypted and decrypted between the two.
IPsec provides interoperable, high quality,
cryptographically based security  for
IPv4/IPv6. The security services offered by
IPsec include access control, connectionless
integrity, data origin authentication, protection
against replays, encryption, and limited traffic
flow confidentiality. @ These services are
provided at the IP layer, offering protection
for IP and/or upper layer protocols. These
objectives are met through the use of two
traffic security protocols, the Authentication
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Header (AH) and the Encapsulating Security
Payload (ESP), and through the use of
cryptographic key management procedures
and protocols. The time consumed by this
procedure may affect the handoff latency and
consequently affect the ongoing sessions.
Context transfer could facilitate the IPsec key
management during handoff.

SECURITY CONTEXT TRANSFER FOR SESSION
MOBILITY

So far context transfer is usually studied as a
technique to support seamless terminal
mobility (see Figure 3). However, this
concept can be further used for session
mobility, in which an active session is handed
over from one terminal (serving terminal —
ST) to another terminal (target terminal — TT).
Context transfer can be used for session
mobility too. Figure 3 is a typical scenario of
session mobility. User receives a service
(e.g. streaming service) via a PDA. After he
comes back home, the user decides to switch
the service delivery to a device with large
screen (e.g. a desktop or a smart TV set).

Internet / Packet Data Network

Target Network

Serving Network

Transfer of context from Serving Network to Target
—p 9 9

Network
--p Change of service delivery and user interaction
O Context

Figure 3 Security Context Transfer for
session mobility

The session is thus handed over to the target
terminal without being dropped or restarted.
Perhaps the handover is not as seamless as
that of a terminal mobility, because at least
the user has to change his orientation from
PDA to the screen. However, this is not a big
issue. Operations of session mobility are
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performed, such as session suspend,
resume, etc. State information of the session
can be regarded as a kind of context that is
going to be transferred.

Study of session mobility currently focuses
on SIP related architecture. Security is
studied and some proposals are available,
e.g. However, functions are heavily located at
Home Network (Proxy, Registration and
Redirect servers), thus local access networks
are only passively involved. Context is
transferred either directly between the two
terminals or indirectly (via Proxy). The
authors think it may be necessary to transfer
some context even between the two involved
access networks — to prepare for session
handover locally (in a distributive way),
perhaps even at layers below the session
layer. After comparing with the security
issues encountered for terminal mobility, we
studied also the issues for session mobility
even between terminals of different
administrative domains. Another important
difference is: user is normally involved in
session mobility, which could make security
issues more serious. This is not the case for
terminal mobility which should hide handover
operation from user (to be seamless). Some
of the important security issues are:

ST may find available TTs in around
area automatically and provides a list or
propose the best suitable one to user;
however, he has to make sure that the
one (e.g. the identity of a candidate
terminal given by ST) he instruct ST to
switch to is really the one (the physical
device) before him, not the one in his
neighbourhood but with a
similar/confusing identity.

ST and Serving Network (SN) will
contact Target Network (TN) and TT for
the session handover (transfer of
necessary context). It is normal that
three administrative domains are
involved, such as:

o SN of mobile network operator;
o0 TN of a local telecomm operator;
0 ST & TT belong to the user.

If the terminal side session state information
(context) cannot be transferred to TT via local
connection, such as a short range wireless
connection — e.g. Bluetooth, then the
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information has to go through the two access
networks. Their trust models will be different,
thus will have different requirements on
related security mechanisms, like
authentication and encryption.

SECURE CONTEXT TRANSFER IN A
HOMOGENEOUS ENVIRONMENT

A distinction is made between a
homogeneous and a  heterogeneous
environment. Context transfer between two
routers is possible only if the receiving router
supports the same context transfer-candidate
services as the sending router. This doent
mean that the two access routers involved
must have the same implementation. Also in
the case where the router cannot support
context transfer it should refuse the transfer.
This case will be no different to the normal
where no context transfer is initiated. The
main motivation of context transfer is to
minimise the impact of security set up on the
handoff performance. And one can see trade
of here between security and mobility
performance. Nevertheless security context
transfer can take place and in situations
where the full procedure is required this can
be done also. In general within a single
administrative domain context transfer is
most likely to be successful especially within
a homogeneous device deployment. As long
as the same set of security are supported
context transfer can take place between the
two routers.

One of the general security requirements of
the context transfer protocol is that it should
provide at least the same level of security as
the AAA protocol whose context is being
transferred. For example, AAA protocol
messages may include attributes requiring
confidentiality. This includes user passwords,
encryption keys, or tunnel passwords. In
order to transfer these attributes securely,
confidentiality is required. In general context
transfers between homogeneous devices
under a single administrative domain have
the highest probability of success.

SECURE CONTEXT TRANSFER IN A
HETEROGENEOUS ENVIRONMENT

Security context transfer in heterogeneous
environment is studied in some references
like [15], which also presents a domain model
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to identify the trust and other relations
between involved administrative domains.

The involved domains are:

Mobile Terminal (MT) domain, a mobile
device used to access various services
by utilizing a subscription to a service
provider. This paper does not distinguish
MT from user and subscriber.

Service  Provider Network (SPN)
domain, location of user subscription
information, which is used in
authentication, authorization and further
processing of accounting records of
users. Logically, it consists of home AAA
servers (AAAHs) and associated
customer care equipment (e.g. HLR of
cellular network, Mobile IP home agent).
The widely used term “home network” is
a combination of an access network and
a SPN. The latter manages user
subscriptions and facilitates service
provision, while the former is not
necessary to be involved in a handover,
such as handover between two foreign
networks.

Serving Network (SN) domain, the AN to
which MT connects to before handover.

Target Network (TN) domain, the AN to
which MT connects to after handover.

A MT pays its SPN, to which it has a
subscription, for service usage — as agreed in
the subscription contract — based on
accounting records generated by ANs to
which it is attached. MT attaches to AN (both
SN and TN are ANs) by going through a
mutual authentication procedure which sets
up the trust relation between MT and AN with
the help of its SPN. Accounting records of
MT’s (access) service usage are generated
and sent to SPN by ANs. An AN relies on
authorization allowance from SPN in the
decision of providing service to a requesting
MT. Trust and cooperation between SN and
TN are done beforehand by some specific
schemes to accelerate handover; the details
are not considered in the paper.

Trust model of handover between 3GPP
Public Land Mobile Networks (PLMNSs) is
slightly different from the basic trust model in
Figure 4. A roaming mobile host (MH,
terminal) and a visited PLMN authenticate
each other with the help of home PLMN.
Later handover between other networks may
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be facilitated by the visited PLMN with
no/little contact to the home PLMN in order to
improve handover efficiency. In other words,
the visited PLMN is temporally acting as
MH’s home PLMN.

WMT { SPNW

e Reference point

MT: Mobile Terminal SPN: Service Provider Network
SN: Serving Network TN: Target Network

Figure 4 Basic Model of handover
between domains

Security context that can be transferred in a
heterogeneous environment includes:

Authentication state includes whether
other peers are authenticated, and their
identifiers. SN may transfer this state to
TN if they trust each other. MT may have
a few identifiers of its subscription, such
as an International Mobile Subscriber
Identity (IMSI) for UMTS network service
and a user account for WLAN service,
both received from its SPN. To relate
these two (in order to transfer SC for a
VHO) is difficult for SN, and it may
compromise MT’s privacy and SPN'’s
commercial secrecy. If MT uses different
subscriptions to access SN and TN's
services, it is more difficult for SN to give
a meaningful indication to TN about the
owner of MT. In AN project if we assume
that MT/user will have a uniformed
identity, then it will not be a problem to
transfer authentication state.
Authentication  protocols used by
different communication systems may
provide different functions, such as
mutual authentication in 3G networks is
not provided by WEP in IEEE802.11b
standard. Sometimes even the same
technical mechanism may be evaluated
into different (subjective) trust levels by
different stakeholders. These issues
should be considered in security context
transfer.

SN may also transfer authorization state
to TN. Questions are: authorization may
depend on technology of AN (such as
different QoS levels authorized for 3G
cellular networks and WLANS), and
network domains (e.g. is it a partner of
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SPN or not). Furthermore, authorization
state needs to be formalized and
standardized to avoid misunderstanding
between ANs.

Security parameters are also
transferable, especially for intra-system
handover; in case of vertical handover
this issue might be different.

SC can be transferred through a wired
connection, which is desirable when both SN
and TN's BSs and APs are permanently
installed in the area. Nevertheless,
confidentiality and integrity

CONCLUSIONS AND FUTURE WORK

New security considerations arise if context
transfer is to be employed in the Ambient
Network architecture. In this section we have
examined how context transfer relates to the
AN reference architecture, new security
requirements and considerations, the transfer
of security state information, security support
using context transfer for session mobility
and finally security issues of context transfer
for both homogeneous and heterogeneous
environments. What security state
information can be transferred e.g. state of
authentication, state of authorization,
cryptographic keys, key lengths etc will be
investigated. This will include analysis of
current authentication protocols including
RADIUS, Diameter and COPS for identifying
context transfer candidate parameters and
examine the feasibility. The support of
context transfer for security middleboxes will
also be investigated e.g. NATs and Firewalls.
The impact of security context transfer on
mobility performance will be examined for
both terminal and session mobility. One of
the sections in this paper described the trust
relationships between the different
domain/entities that are involved during
security context transfer. It examines whether
it is reasonable from a trust point of view if
security context is transferred to another
entity for both same and different
administrative domain is examined. The
qguestion whether the same level of trust can
be maintained or can be established by
means of context transfer will be
investigated. Security contexts of
heterogeneous technologies will have
different technical forms and there are more
fundamental questions to be answered such
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as whether there is still something that could
be transferred, is conversion feasible, should
security context transfer take place between
different administrative domains etc. A
feasibility study will be carried out on security
context transfer for mobilty among
homogeneous and heterogeneous access
networks.
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