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e Work in Progress: IST Project Ambient Networks (www.ambient-networks.org)
e Technology scope:
— existing heterogeneous network technology

— BANSs, PANSs, ad hoc networks, WLAN, 2.5G, 3G networks, and amenable for
4G

e Main Security and Privacy Requirements addressed

— Ambient Networks shall provide a seamless, comprehensive and flexible
security scheme (AN Security) that operates consistently across a dynamically
shifting environment of constituent heterogeneous networks and component
entities and services. AN Security shall cover a multiple network-
operator/service-provider environment that is characterised by:

» user friendliness and helpfulness, while remaining as far as possible
invisible to the user;

e smooth transition between different bearers and services;

e trustworthy operation;

= . robustness and resilience under attack and mishap;

- ease of management;

e protection and privacy of user and network information and assets;
e protection and privacy of identity and location;

e accountability.

~AN- Security shall take into account regulatory and law-enforcement
requirements. AN Security shall contribute to the overall availability and
dependability of networks and services. © by DoCoMo Communications
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AN Security
Architecture

e Levelled definition, where
_ the level indicates the
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This work is conducted in “Ambient Networks” project.

This presentation has been produced in the context of the Ambient Networks Project. The Ambient Networks Project is part of the European
Community's Sixth Framework Program for research and is as such funded by the European Commission.

All information in this presentation is provided "as is" and no guarantee or warranty is given that the information is fit for any particular purpose. The user
thereof uses the information at its sole risk and liability.

For the avoidance of all doubts, the European Commission has no liability in respect of this presentation, which is merely representing the authors view.
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