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Towards a Security Architecture for 
Communication Systems B3G

• Work in Progress: IST Project Ambient Networks (www.ambient-networks.org)
• Technology scope: 

– existing heterogeneous network technology
– BANs, PANs, ad hoc networks, WLAN, 2.5G, 3G networks, and amenable for 

4G
• Main Security and Privacy Requirements addressed

– Ambient Networks shall provide a seamless, comprehensive and flexible 
security scheme (AN Security) that operates consistently across a dynamically 
shifting environment of constituent heterogeneous networks and component 
entities and services. AN Security shall cover a multiple network-
operator/service-provider environment that is characterised by:

• user friendliness and helpfulness, while remaining as far as possible 
invisible to the user;

• smooth transition between different bearers and services;
• trustworthy operation;
• robustness and resilience under attack and mishap;
• ease of management;
• protection and privacy of user and network information and assets;
• protection and privacy of identity and location;
• accountability. 

AN Security shall take into account regulatory and law-enforcement 
requirements. AN Security shall contribute to the overall availability and 
dependability of networks and services.



© by DoCoMo Communications 
Laboratories  Europe GmbH

Mobile Adventure

constraint

refine

refine

Concept of the Main Elements of the Ambient 
Network Security Architecture

Security principle

{ disjoint, complete }

Levels of abstraction

Security policy 
framework

Functional 
security 

architecture

Layers & security 
protocols

Security 
mechanisms

Restrictions of 
solutions build 
according to 

(i) best practice 
experiences and 

(ii) the AN Overall 
Architecture

Means to enforce 
restrictions 

according to the 
principles and 

policies

AN Security 
Architecture

1

n

1

1

1

1
11

• Levelled definition, where 
the level indicates the 
degree of abstraction

• Higher levels restrict / 
define what is allowed / 
possible on the lower levels 

• Requirements and 
constraints are deduced 
by the models (scenarios, 
business, trust,  etc) for 
which we intend to build 
Ambient Networks
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This work is conducted in “Ambient Networks” project.
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